The Changing Online World:
Including Online Safety and Gaming
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Figure 1.4: Household take-up of digital communications/ AV devices: 2007-2018

2007 2008 2009 2000 2011 w2z 2013 2014 05

Source: Ofcom Technology Tracker. Data from Quarter 1 of each year 2007-2014, then Half 1 2015-2018.
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How far has the world changed since 1993?

Life for young people (and therefore parents) Outside School:

1993: playing outside, reading books, playing sport, listening to music, very
little media consumption. No socialising online - spending time with
friends. Considerable access to part-time jobs.

2023: limited outdoor play and limited time outdoors in general (dramatic
rise in obesity levels), decline in reading books (30% of UK children own no
books), organized sport playing, listening to music (now primarily video
streaming), high and increasing media consumption. Majority of socialising
now online. Limited access to part time jobs.

Keeping children

::;azln education On"ne Safety

‘stotutory guidsnce r schools and
calirgar

135. The breadth of issues classified within online safety is
considerable, but can be categorised into four areas of risk:

* Content: being exposed to illegal, inappropriate or harmful
content

* Contact: being subjected to harmful online interaction with
other users

* Conduct: personal online behaviour that increases the
likelihood of, or causes, harm

* Commerce: risks such as online gambling, inappropriate
advertising, phishing and or financial scams.
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What has changed over the last three years?

» Significant increase in online activity

» Significant increase in online child sexual exploitation and abuse

* Growing under-age access to Social Media
* Cyberbullying increase

* Surge in in-game spending/gambling

* Increase in misinformation/fake news

* Increase of traffic to pornographic sites

* Lots more organisations coming on board to support parents, schools

and children & young people
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Average Daily Media Consumption (per UK citizen):

1991 — 20 mins

2011 - 1hour 30 mins

2019 - 3 hours 3 mins

2021 - 3hours 59 mins
2022 -5 hours 3 mins

Percentage of young people with both parents in full time
employment:

¢ 1996 (when records began) - 62%

* 2022-77%

When we add in work,
the average UK adult
now spends 10hrs 23
mins using media or
communications devices
= more than sleeping
(8hrs 21 mins)

= brightcore
‘. consultancy

Has profile on an app or site vs. Has own mobile phone, by age

i seluding YouTube/fouTube Kids
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The Scale of Child Sexual Abuse

National Crime Agency — estimate of number of individuals posing a threat to

children either through physical ‘contact’ or online:
2011: 50,000+

2016: 77,000+

2020: 300,000+

2021-2: 550,000+

Current Estimate: 680,00 to 830,000

Arrests per month:

Loy
‘. consultancy

National Strategic Assessment 2023

Providing a picture of the threat to the

UK from serious and organised crime
X - -

* The overall threat had slightly increased on last year.
“The current estimate is that 1.3 — 1.6% of the adult
pose some degree of sexual risk to children. These

are extraordinary figures: roughly ten times the prison

2020: 500
2021: 850 opulation.
2022: 900 o .

National Crime Agency

20222023

Children safeguarded per month:
2020: 700

2021: 1120

2022: 1200

The figures partly reflect a better understanding of a threat that
has historically been under-estimated, and partly a real increase
groups sharing and discussing the images, has normalised such
behaviours.” Graeme Biggar, Director General, NCA



Huge rise in self-generated child sexual
abuse content online, report finds

Disturbiung gobal trend should be vatirely preventable’, says
head

Internet Watch Foundation

Annual Report 2022

“We continue to see a significant increase in what is termed “self-generated” child sexual abuse content,

The IWF's chief executive, Susie Hargreaves: created using webcams or smartphones and then shared online via a growing number of platforms.”

“Child sexual abuse, which is facilitated and captured by technology using an
internet connection, does not require the abuser to be physically present, and
most often takes place when the child is in their bedroom — a supposedly ‘safe

space’ in the family home. Therefore, it should be entirely preventable,” she * 2020 saw a 77% increase on 2019 in the amount of ‘self- "
said. generated’ abuse images or videos dealt with by the IWF ASalind BsCene
The Internet Watch Foundation (68,000 web pagef, in total)
blocked 8.8 million attempts by UK * 2021 saw a 168% increase on 2020 - (182,281 web pages
Internet users to access images and in total)
videos of children suffering sexual . S 3
abuse during a 1 month period while * 2022 saw a 10% increase on 2021 — the figure is now
the UK was locked down due to the 199,363 web pages
Coronavirus pandemic !
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The internet — a gift to perpetrators?

The number of ‘self-ger reports by age
* Create multiple online identities & pretend to be someone they’re
= [ ¢ not
* Easy access to information already available online
s 85 * Immediate access to lots of children anywhere in the world
sy | 288 * |dentify a ‘hook’
oo e el T * Easier to gain trust
o o ey * Obtain material that can be used to threaten
* Quicker to accelerate abuse

* It disinhibits
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Finkelhor — A clinical application

Adapted from D Finkelhor Child Sexual Abuse: New Theory & Research (1986)
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“Conscience’ ‘Creating *Doing it and getting
Opportunity’ away with it’
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Social media use vs has profile on social media, by age

Of

‘Digital natives’?

Parents were asked if they were aware of a minimum age requirement to have a profile on most social media sites or apps,
such as Instagram, Snapchat, Facebook or TikTok. Almost nine in ten parents of 5-15s said they were aware of this, yet less
than four in ten were able to accurately state the minimum age requirement for most social media sites and apps as 13 years-
old.

Three in ten parents of children below the mini age requi
allow their child to use social media despite the age requirement.

(that is, aged between 5 and 12) said they would
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Over 75 percent of 6-7 year olds have joined in
with an online chat

Online Gaming: B-17s
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Social media use vs has profile on social media, by age

*)

Multiple profiles were most likely to be used by 8-11-year-olds, and the most common
reason for doing so was to have a separate profile just for their parents and family to see
Some children choose to have multiple profiles on the same social media app or site. When children
aged between 8 and 17 with any profiles were asked about this, six in ten said they had more than
more than one profile on at least one app/site. The younger children, aged 8-11, were the most
likely to claim this (64%) compared to almost six in ten aged 12-15 (59%) and 16-17 (57%).
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The impact of tech-related cultural change:

* Individual consumption of media:

* ‘On Demand’

* constant news,

* separate experiences,

* decline in delayed gratification & social reasoning
* Entitlement culture
* Social Media:

* the ‘Attention Economy’ — Tristan Harris
* lack of escape & perfect models

* Simulacra, advertising & ‘junk’ values

* communication stress & angry emails

* need for ‘likes’
* voicing anger online
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Social Media and Mental
Health: Time for a Digital
Detox?

i i bedt for mental health, and whed can be
e

The impact of persuasive design on young people:

“The thought process that went into building these applications, Facebook being the first of them... was

all about: ‘How do we consume as much of your time and conscious attention as possible?’ God only
knows what it’s doing to our children’s brains.”

Sean Parker, former Facebook president
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Persuasive Design Strategies:
Focus was placed on three
practices which are of
particular concern:

» Influencer marketing

» Loot boxes

» Dark patterns

2022 Young Minds survey:

* 42% of young people self-reported what
they considered to be early signs of

addiction to social media.

reasons but felt unable to.

80% reported that they wanted to leave
a social media platform for wellbeing

Teens, tech and mental health:
Oxford study finds no link

Social media damages 3 y finds girls suffor
mental health, report says after Just two hours of screen time .

0000 -

n slide said: “We make body-image issues worse for one

Facebook under fire over secret teen
research

agers blamed Instagram for increased levels of
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* . Gaming addiction affects between 12% and 18% of the population.
* “30% to 40% of the population now have some kind of problematic behaviour with technology.”

Professor Marcantonio Spada, Professor of Addictive Behaviours and Mental Health, London South Bank University

Parental Concerns:

* In contrast to a decade ago, when childhood obesity was considered the leading health issue for
kids, the problems have shifted to mental health, overuse of social media, and excessive screen
time. Concerns about children’s excessive screen time and device usage have surged, ranking as
the top two health concerns in this year’s national poll.

— - — — Concerns rise about
i overuse of social media as
kids return to school

Mental Hoalth Awareness Weok: are you addicted
to tach?

20


https://www.openaccessgovernment.org/public-health-interventions-necessary-to-fight-childhood-obesity/133790/
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Is our smartphone addiction
damaging our children?
Rowan Davie:
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Children behave worse when parents
distracted by smartphones, study
reveals
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Parents' phone addiction may lead to
child behavioural problems
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Editing apps

Face and bod
social m

elaborate filters
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“The more you connect, the less you connect”
N —

Images credits: Ogilvy (for the
Center For Psychological
Research)

The design of apps and sites helps children
copy 'what works' for other users

own content,



Cyber
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bullying in Plain Sight
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Cyberbullying activities
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Deepfake queen prompts 200-plus
complaints to Ofcom

DEEPFAKING
THE QUEEN

Retace: face swap videas
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The single most common reported risk was misinformation or disinformation,
followed closely by personal attacks

o Violent content, 33%

Global Online
Safety Survey

Reakworid graphic violnce
and gore, 28%

wformation or

Terrarist and wiolent
infarmation, 51%

extromist content, 12%

Cyberbullying, harassment, or
abuse, 20%

Threats of vio wards me.
or other paople, 16%
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Parents of teens underestimated every risk their
teenager might have been exposed to

®

nisinformation or
disinformation, 45%

Reasons for not using safety tools

vtz speech, 205 () (among parents & adults)
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Terrorist and violent extremist wre 2k
ermorist and vilent extremi
g @ @ 1%

sexusl soficitation, 1%
Cyberbullying, harassment, or

I don't think safety tools are
sy I 2%

I don't think these safety
tootsreaty wore. I 20%

chid sexualexploitaton, 7 @) (@) 10%
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Release of intimate imagss,

These safety tools seem too
complicaedtoset ot e I 19%

® Parents of 1317 ® Teens

Was not aware of these
e ioos I <>



Children and
Parents: Media

Use and Attitudes

Wha spoke to child about internet safety

» of those spoken to about intermet safety

[ AgeB-11
(@ Age 12-15
Age 16-17
10
5 A
e Ta

@ K

Website/app TW/radio

Parents
N
Awareness of
pornography by age
Base: All (bases in
brackets in graph)
n-13
(513)
@ sceninthe Last
2 Weeks o
@ Notseenin last (259)
2 weeks, but have
seen before
. Heard of it, but not 16-17
seen any (370)
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18%

32%

4%

33% 34%

34% 31%

38%

15%

20% 1

7= CHILDREN'S
= COMMISSIONER

30

2in 5 pupils
have never

told anyone
about the

worst thing
that has
hap|
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* Many children are first exposed to
pornography at a very young age.
* Asignificant minority of children access
pornography at very young ages:
¢ 10% had seen it by age nine,
* 27% had seen it by age 11 and
* 50% had seen it by age 13.

+ worried they'll get in trouble at school/home

+ embarrassed

» lack the words or means to explain

= not sure what would happen if they told an adult
+ worried about being called a 'snitch’

= can't see how an adult could help

®)
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v We need to create a

culture where they will
tell us...

“Iwouldn't want to be called a snitch”

E— L%
- =1% 29%
BEL3%

“I'd worry that | was to blame”

TR | 30%

T | 39%

“My parents/carer would stop me using the internet”

- E=13%
= 18% 30%
B=49%
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Important messages for young people to hear

* Responsibility always rests with the perpetrator

* You are not stupid, bad or to blame; what has happened to you is
understandable

* You can recover and move on

* We can help you understand what has happened

35

91% of parents say their
kids would be likely to

ask them for help if they
were bullied online

Teens say they would

rt it to the platform

Tell a parent

53%

nother adult

33%

I 26 %

Tell a frie

nd

26%

34
Report any problems...
https://reportharmfulcontent.com
f
@ -
Iﬁ T I"""
36

Helping everyone
to report harmful
content online

®

®



Types of video content watched
% of 3-17 year olds
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TWO LEVELS OF INFORMATION AS A GUIDE : THE PEGI AGE LABELS

THE CONTENT DESCRIPTORS
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Top 10 bestselling PC/console game releases in 2023 (so far)
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e9. Rablox, Minecroft
2. Multiplayer games - 45%
e Fortnite, Foll Guys, Among Us
3. Action/adventure - 40%
€. Super Morio, Legend of Zekda
4. Shooters - 38%
£.0. Sto Wors Bottiefront, Callof Duty

Sports - 37%
€. FIFA, NBA, Rocket teague

g, Roblox, Minecroft
Puzzles or quiztes - £3%

g Trivia 360, Sudoky, Candy Crush
Playing in a virtual world - 37%

.9 Worid of Worcroft, The Sims
Multiplayer games - 30%

&.g. Fortite, Fall Guys, Among Us
Action/adventure - 29%

&g, Super Morio, Legend of Zelda

.. World of Warcraft, The Sims

https://www.taminggaming.com

Fomily Gaming
¥

D T g oarasas
Heew A ES

Video Games
- RER

9. Wil it Just Dance
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https://www.taminggaming.com/

https://www.taminggaming.com - AskAQuestion W f Looking for something? Q

PLAY Campaign v PEGIRatings  Famlly Settings  Dis mazing Games v About Us v

Set-Up PlayStation 5 For Your Family

GETS Smart About P.LA.Y, All About Video Games, Set-Up s

Parental Cor
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Tarnet TolkTolk www.internetmatters.org
matters.org .
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Step-by-step Guides
Helping parents keep their children safe online Y
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Supporting families online

Get expert support and practical tips 1o belp

Ensansinmant & Sewch sngines

LEARN MORE

© © 000

006000
00800
00000
000600

Tips & Advice
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https://www.taminggaming.com/
http://www.internetmatters.org/

ForEducators | For Auvacates

(&f common sense medias e
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"Best of" Lists
Get age appeoprlate ideas ard inspiration for every
interest:

Best Movies for Kids

Best TV for Kids

Best Streaming Pic)

Best Games for Kids

Best Apps for Kids

Best Books for Kids

Best Websites for Kids

Best for Character Development for Kids

Best for Learning for Kids
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Play Games Online

You dox

wed a mobile device ta play a fun online game. The sites on th
mputer. Most of these sites are portals that house a collection of games — from action games to dress-
up games - for awide age range {meaning that same might be toa vialent for younger players), Others rely

t host ga

you can play directly

from.

heavily on ads, which can slow down perfarmance or Kids 1o Ehings you might not want them to see.
Before setting your kids free on these sites, make sure they know which games fit within your family's limits.
And for more onling fun, check out these Free Online Games for Kids.

Filter by:(_Age

P HIDS Lab EE=D

[ AT

Learning garmes for the preschooler set are fun, fun, fun,

Evidence=led education to help
ﬁrevent gaming and gambling
arms

3 13 =
N
=S ey L -
‘Welcome to the Parent Hub

PR et 8 e 0 T S e

-

PARENTAL ENGAGEMENT

PROGRAMME

FOR PARENTS & CARERS
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Resources Blog Whoweare Whatwedo What you can do

() Childnet

Teachers & professionals « Porents& carers . Young people v Q.

Help, advice and
resources for
parents and carers

Offer your children support and guidance with our range
of online safety guides

https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-
online-sexual-harassment-a-guide-for-parents/

o

How to use this guide

side st

bysharing

e broken down this guide int

which children told u

give yo
e probler

is and how our

and young pec

t ways for S 10 have thi
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https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-online-sexual-harassment-a-guide-for-parents/
https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-online-sexual-harassment-a-guide-for-parents/

Useful Resources:

Conversations
with your child
about online/
technology-
assisted harm
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Gaming

Danupted seep through device
dependence/gaming
Online gamising.

Recetving it in oréine games
rom taméy memeers
Recening gt n oréne games
from stangers isomeone unknomn
1o parenty

[

Playing age approgriats games
wh 3 amdy memer
Watching 3 famiy mermer sy
ape spamopaats games

Age-oppropriate gaming weh acult
supervsion

Playing age. retrtod games
unsuperised

Playing age rectrcted games with
direct parental sipervivon

Femeg thamsalveviands pleying
age-spproprate games

Gamieg 0 o offinel s e with
age rearctions

[ ——————
gaming.
P o o e ot tewars

Projonged perod of et o anger
aer gimeg
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HeadStart Kernow’s Digital Resilience Tool

EADSTART

Digital
Resilience Tool
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Relationships and Sex

1318
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Social Media
AN
® Social Media
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What can you do?

* Know how to report concerns

* Engage your children about how they are feeling — validate
what they say.

* Educate yourselves - read websites, advice & guidance

* Discuss with your children how they are using new
technologies and what they are viewing.

* No electronic devices in bedrooms, especially overnight.
* Turn all devices off least 1 hour before going to sleep.

The best apps to help you focus and block
distractions

Freedom for blocking distractions on all your
devices at once

Serene for planning and following through on
deep focus sessions

| Cold Turkey Blocker for scheduled system-wide
blocking

LeechBlock NG for free browser-based website
blocking

Forest for motivating you to put your phone
down SelfControl

SelfControl for a nuclear option! Prebrimtrrmea e p—

Cold Turkey

Your future self will thank you.

Stay focused, be present

54

o

“There are three
ways to get
something done; do
it yourself, hire
someone

or forbid your kids
todoit”

Mona Crane
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https://zapier.com/blog/stay-focused-avoid-distractions/#freedom
https://zapier.com/blog/stay-focused-avoid-distractions/#serene
https://zapier.com/blog/stay-focused-avoid-distractions/#coldturkey
https://zapier.com/blog/stay-focused-avoid-distractions/#leechblock
https://zapier.com/blog/stay-focused-avoid-distractions/#forest
https://zapier.com/blog/stay-focused-avoid-distractions/#selfcontrol

Thank you,
any questions?

Ollie Welsby - Brightcore Consultancy
connect@brightcoreconsultancy.com

www.brightcoreconsultancy.com

in [Q brightcore-consultancy
W | Q BrightcoreC

www.brightcoreconsultancy.com

58

Thank you - Any Questions?
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